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Gartner forecast on IoT installed base | In a recent study of 10T devices

(in mio Units)

25,000 :
B Business IOT

Consumer IOT 70% contained Security exposures

DR 25% holes or risks of compromising the home
network, on average, found for each device
15,000 80% did not require passwords.of sufficient

complexity and length

90% collected at least one piece of personal
information

70% allowed an attacker to identify a valid account
through account enumeration
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Source: Gartner Forecast: Internet of Things — Endpoints and Associated Services, Worldwide, 2015 Source: HP
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THE ROAD TO INDUSTRY 4.0

[ INDUSTRY CUSTOMER ] [ GIESECKE & DEVRIENT ]
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Industrial Remote Management according BSI'CS-108
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G&D AND PTC - ENABLING SECURE 10T SERVICES B/

Flexible Connectivity Scalable Security

Secure environments (i.e. Smart Cards,
USB Token, SIM, SIM, eUICC, eSE,
TAK)

Secure personalization

Remote software update and remote

- _” maintenance
e dentity e
"‘ B -
The different vertical markets ' [rusted ldentity For embedded systems with a
in the 10T require adequate - requirement for high security
i - Secure environments (I.€. S . g .
and gcalable security AL Tokor s EBiCe T the dedicated comblnatl_on of
solutions to achieve Identity management for users, devices hardware and software is
necessary convenience and machines essential to achieve this

demanded by the customer Seuie S Gl protection
Trusted service management

M2M SIMs, eUICCs
eSIM management
Device configuration
Secure personalization
Industry grade logistics
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G&D AND PTC - ENABLING SECURE 10T SERVICES U\é%{

)le Conn:

Application Development:
Platform (AEP)
lolFApplicationiEnaplement &
Secure Service Management | & 3 Integration

Trusted Identity for loT devices o X \ B1g Data Analytics:

Firmware update over-the-air ‘ Data abstraction:

Secure communication channe Augmented Reality;

Digital iwin
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