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Where did IoT come from? 

What will it look like in the future? 

Is the technology ready? 

How to get going, today? 

1985  2015  2045 
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Act I - 1985 





 

1985 

1200 bits per second 

$400 USD  

TTY 

Kermit 

BBS 
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Ambient Computing 

Nano-Connectivity 

Ubiquitous Wireless 

“Free” Smart Products 

Connected by default 
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What will 2045 Laugh At? 

Lack of Standards? 

Business Models? 

Connected Toothbrushes? 

Hesitance 
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Act I - 1985 

How do I start? 



How do I design 

an IoT solution? 
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The Apps 

Connectivity 

How To Think about an IoT Solution 

Model 
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The Model 

Services 

Properties 

Events What do I want to learn? 

What do I want to do? 

What’s my thing’s API? 
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Connected Tractor / Farm 

How to optimize maintenance 

Fuel efficiency 

Manage farm with less overhead 
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 • Properties 
– Fuel Capacity and Usage 
– Engine Temperature 
– Ground Temperature 
– Location [lat,lng] 
– Engine Run Time 
– Last Oil Change 
– Oil level 
– Fuel level 
– Engine RPM 

• Services 
– Get Diagnostics 
– Get Maintenance Entries 
– Remote Kill 

• Events 
– 1,000 hour maintenance alert 
– Oil Pressure Alert 
– Fault Codes 

Tractor Modeling 
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The Apps 

Business Logic and Analytics 

Other Systems 

User Experience and Identity 
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Analytics 

Map the Microcosm 

Tractor 

ERP 
CRM 



24 

Security and Identity 
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ThingWorx Example 
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Unlocking the Value in the Internet of Things 

1B 

2015 

50B 

2020 

5M Apps 

1 Trillion 

2045 

500M Apps 
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Rapid Application Development 
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The Device Cloud 

Edge Architecture 

The Network 

Cloud Services 
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Key Terms 
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Sensor 

• Anything that can “read” or “report” on  

the real-world status of the product or  

local environment 

– Temperature sensors and light sensors 

– GPS receivers 

– Vehicle on-board diagnostics (OBD) 

– Files 

– Stuff specific to the product 

• hardwiredplugged in, built in, over BLE 

or Zigbee, or carrier pigeon delivered  
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Actuators 

Anything that can affect the product  

or environment 

• Lights 

• Valves 

• Files 

• Firmware 
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Long Haul (northbound) Short Haul (southbound) 

Short vs. Long-Haul Communication 

• Communication over short distances 

• Things that are proximate 

• Hardwired 

• Serial / Modbus 

• LAN cables 

• Bluetooth 

• Zigbee 

• MQTT 

• J19 bus, CAN bus, OBD 

• NOT THE INTERNET. NOT CELLULAR. 

• Communicating over long distances 

• Transports 
– WiFi or Wired Ethernet 

– LoRa / < 1Ghz 

– Cellular 

– Satellite 

• Networking Protocols 
– TCP 

– UDP 

– SMS 

– HTTP 

– COAP 

• Messaging Protocols 
– AlwaysOn 

– OMA LWM2M 



C o A P  
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Thing 

Abstract IoT Product Anatomy 

Agent 

Controller 

Long-Haul Comm 
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Embedded Example With WiFi 

Asset C 

Microcontroller/SOC (ARM, x86) 

WiFi Module (Broadcomm, Marvell) 

Embedded RTOS/No-OS/Skinny Linux 

ThingWorx AlwaysOn SDK 

 



36 

Gateway Example With Cellular 

Agent 

Asset C Asset C 

Cellular 

Gateway, Mhz++, RAM++, Flash++ 

Cell Module (Telit, Option) 

Linux, Windows 

ThingWorx Edge Micro Server 
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What About the Cloud 

 







IoT Device: updating status every 1 minute 



700:1 

387,142 == All of Twitter 

2 Customers == Twitter * 10 
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Security and the IoT 

It’s Not Just Web and Mobile Ingress/Egress 

Not just users to authenticate! 

Low Power Devices cannot forego transport encryption 

Physically secure the honeypots 

Use secure boot, root-of-trust, and TPM 

Data privacy and <gulp> governance 
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Coffee Pot Industrial Robot 

Connectivity Home WiFi Sub ghz private network 

Physical Security None Lockbox 

Transport Encryption None TLS 1.2 

Device Authentication Serial number serial + x.509 certificate 

Message integrity MD5 SHA-2 (256) 

OS Windows 95 Wind River Linux 

Secure boot? No Yes 

Tale of Two Devices 
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Coffee Pot Industrial Robot 

Connectivity Home WiFi Sub ghz private network 

Physical Security None Lockbox 

Transport Encryption None TLS 1.2 

Device Authentication Serial number serial + x.509 certificate 

Message integrity MD5 SHA-2 (256) 

OS Windows 95 Wind River Linux 

Secure boot? No Yes 

Remote Update Capable? Yes No 

Tale of Two Devices 
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The Apps 

Connectivity 

PTC ThingWorx 

Model 

Edge Micro Server and  
SDKs for C, Java, .NET 

Bi-bi-directional, 
secure, scalable 

connectivity 

IoT Model, 
Configuration, 

Alerts, Content, 
Business Logic 

Scalable, Secure,  
Flexible Cloud Deployment & 

Data Mgmt 

Mashup and Mobile Builder for  
Rapid App Dev 
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COMMUNICATIONS 

The Network 

Internet 
Mobile 

Networks 

ThingWorx – Purpose Built for IoT App Enablement 

Thing Model 

Business 

Logic 

REST APIs 

SYSTEM 

SERVICE 

INTEGRATION 

BIG DATA ANALYTICS 

CLOUD SERVICES 

BUSINESS ENTERPRISE 
SYSTEMS 

Sensors, 

Devices & 

Equipment 

Communications 

Elements 

Application 

Enablement 

Applications 

MASHUP 

BUILDER 
SQUEAL 

External System 

& Services 

Remote Service 
Apps 
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What’s the Methodology, Joe? 

As to the methods, there may be a million and then 

some, but principles are few. The man who grasps 

principles can select his own methods. The man who 

tries methods, ignoring principles, is sure to have 

trouble. 

-- RALPH WALDO EMERSON 
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Our Customers 
 They all overtook the tortoise 

http://www.gerberscientific.com/
http://www.axeda.com/customer_kodak.htm
http://www.axeda.com/customer_Leica.htm
http://www.axeda.com/customer_maquet.htm
http://www.parata.com/
http://www.spacelabs.com/
http://www.teradata.com/
http://www.talaris.com/
http://www.belimed.us/
http://www.smiths-medical.com/


 

I hope that clears 

things up. 

 

 



1985 – still getting PCs to talk 

2045 says “Get to work!” 

2015 is the time to act! 

Model, Apps, Connectivity 
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• Your feedback is valuable  

• Don’t miss out on the chance to provide your feedback 

• Gain a chance to win an instant prize!  

• Complete your session evaluation now 

Thank You! 
Joe Biron 

VP IoT Technology 




